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Abstract. The demand for large-scale systems running in complex and even 
chaotic environments requires the consideration of new paradigms and tech-
nologies that provide flexibility, robustness, agility and responsiveness. Multi-
agents systems is pointed out as a suitable approach to address this challenge by 
offering an alternative way to design control systems, based on the decentraliza-
tion of control functions over distributed autonomous and cooperative entities. 
However, in spite of their enormous potential, they usually lack some aspects 
related to interoperability, optimization in decentralized structures and truly 
self-adaptation. This paper discusses a new perspective to engineer adaptive 
complex systems considering a 3-layer framework integrating several comple-
mentary paradigms and technologies. In a first step, it suggests the integration 
of multi-agent systems with service-oriented architectures to overcome the limi-
tations of interoperability and smooth migration, followed by the use of tech-
nology enablers, such as cloud computing and wireless sensor networks, to  
provide a ubiquitous and reconfigurable environment. Finally, the resulted ser-
vice-oriented multi-agent system should be enhanced with biologically inspired 
techniques, namely self-organization, to reach a truly robust, agile and adaptive 
system. 
Keywords: Multi-agent systems, Service-oriented systems, Self-organization, 
Cyber-physical systems. 
1 Introduction 
The global markets are imposing strong changing conditions for companies running 
their businesses, sometimes comprising complex and large scale systems. The way 
such systems operate is crucial for the companies’ competitiveness and sustainability. 
As examples, the electrical smart grids advent are imposing a set of new requirements 
and opportunities to the way of managing distributed energy systems, and the lack of 
efficient and adaptive traffic control systems provokes billions of lost hours and bil-
lions of litres of wasted petrol cost having a huge impact on the air quality [1]. Also in 
the manufacturing sector, which is not as powerful as it once was but is still a driving 
force in economy, the higher variety of products, the possible large fluctuations in the 
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demand, the shorter lifecycle of products expressed by a higher dynamics of new 
products, are some challenges that manufacturing companies have to deal with to 
remain competitive. 
The challenge is to consider paradigms and technologies to allow the development 
of such distributed, large-scale complex systems that behave in a better manner. Of 
special interest in this work are the cyber-physical systems (CPS), which are a strat-
egy to address the challenge of developing solutions combining mechatronics and ICT 
technologies, to face the current requirements imposed by customers acting in a 
global economy [2]. The use of CPS aims at increasing implementation of large-scale 
systems, improving the adaptability, autonomy, efficiency, functionality, reliability, 
safety, and usability of such systems. The development of CPS can be performed by 
using several promising technologies, namely multi-agent systems (MAS) [3], ser-
vice-oriented architectures (SOA) [4] and IEC 61499 [5]. Several applications of 
these technologies (mainly prototypes and laboratorial ones) are reported in the litera-
ture (see [6-8] as examples for agent-based solutions). However, the generalized idea 
is that the individual application of these paradigms does not completely solve the 
current problems imposed by industry since each one introduces important and valu-
able features, but miss other important ones. 
A new integrated vision combining complementary emergent technologies allows 
reaching control structures with distributed intelligence supporting the enterprise inte-
gration (vertical and horizontal dimensions) and running in truly distributed and ubiq-
uitous environments. Additionally, the enrichment of these distributed systems with 
mechanisms inspired by biology supports the dynamic structure re-configuration, thus 
handling more effectively with condition changes and unexpected disturbances, and 
minimizing their effects. As an example, the integration of service-oriented principles 
with MAS allows to combine the best of the two worlds, and in this way to overcome 
some limitations associated to multi-agent systems, such as interoperability. 
This integrated vision can be a valuable help in the demand of important questions 
and problems that raise when running this kind of systems, namely how the global 
optimization is achieved in decentralized systems, how temporary hierarchies are 
dynamically formed, evolved and removed, how individual entities self-organize and 
evolve to support evolution and emergency, and how to adapt their emergent behav-
iour using learning algorithms. 
Having this in mind, this chapter discusses and explores a new, integrated perspec-
tive for the engineering of complex and adaptive systems, as cyber-physical systems 
are. This new perspective is based on four main steps: i) distribute the complex prob-
lem in several individual, simple entities, ii) connect the distributed entities to support 
the emergence of a global system, iii) provide evolvable mechanisms to support dy-
namic adaptation, and finally iv) provide technology enablers to support the operation 
of these systems in a ubiquitous environment. For this purpose, and after combining 
multi-agent systems with new emergent complementary paradigms and technologies, 
biologically inspired techniques should be considered regarding the truly self-
adaptation and evolution of complex systems. Particularly the use of self-organization 
mechanisms, combined with the service-oriented multi-agent systems, allows design-
ing innovative, flexible, adaptive, responsive and reconfigurable production control 
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systems that better address the current industrial requirements. A particular attention 
will be devoted to discuss how these self-organized, self-adaptive and reconfigurable 
systems can be engineered and deployed. 
The rest of the paper is organized as follows: Section 2 discusses a new vision for 
the engineering of adaptive cyber-physical systems based on a 3-layer framework.  
Section 3 presents the basis for the engineering of service-oriented multi-agent  
systems and Section 4 discusses the enhancement of these systems by applying tech-
nology enablers to achieve ubiquity and self-* properties to achieve adaptation and 
evolution. Section 5 discusses the actions to be implemented for a wider adoption of 
such distributed and adaptive control structures by industrial players. Finally, Section 
6 rounds up the paper with the conclusions.  
2 Engineering Adaptive, Complex Cyber-Physical Systems 
The demand for intelligent, flexible and adaptive control systems that exhibit high 
degree of re-configurability imposes strong requirements on the way the systems are 
designed, installed and operated. In spite of the promising perspective of some emer-
gent paradigms and technologies such as multi-agent systems and service-oriented 
architectures, a significant incursion in industrial scenarios in use today is still miss-
ing; also, solutions using these concepts are not suffice in terms of re-configurability. 
In fact, re-configurability that can be defined as the ability of the system to dynami-
cally change its configuration usually to respond to dynamic changes in its environ-
ment, e.g. a new production model, assumes a key role in the new generation of adap-
tive control systems providing the way to achieve a rapid and adaptive response to 
change, which is a key enabler of competitiveness. 
In this context, there is a long path in the direction of reconfigurable and ubiqui-
tous systems, able to integrate a network of production components to respond to the 
variability of production scenarios beyond those that were envisaged at design time. 
For this purpose, this kind of systems should integrate several complementary para-
digms and technologies, combining the best they offer, following a 3-layer engineer-
ing framework, as illustrated in Fig. 1. 
 
Fig. 1. A new vision for the engineering of complex adaptive systems 
The core layer of this 3-layer framework is related to the creation of a network of 
distributed and autonomous entities, each one exhibiting intelligence and learning 
capabilities. This network is implemented using the MAS paradigm taking advantage 
44 P. Leitão 
 
of the flexibility, robustness, scalability, adaptability, re-configurability and produc-
tivity they provide. The overall control system emerges from the interaction among 
these autonomous entities, which must be able to support efficiently the adaptation to 
the new unexpected scenarios and to respond to new business opportunities. The lacks 
in terms of interoperability exhibited by the MAS solutions can be overcome by com-
bining the SOA principles, and especially by using the Web services technology. In 
fact, in spite of being based on the same concept of providing a distributed approach 
to the system, MAS and SOA present some important differences, namely in terms of 
autonomy and interoperability (see [9] for a deep study). These differences highlight 
the complementary aspects of the two paradigms, suggesting the benefits of combin-
ing them [9]. 
Aiming to support ubiquity, adaptation and re-configuration, two layers are glued 
to the core layer:  
• A layer providing mechanisms to create a ubiquitous environment, sup-
porting the dynamic reconfiguration and access to the services offered by the 
distributed agents. 
• A layer providing biological inspired mechanisms to support the adaptation 
and reconfiguration of the system facing internal/external perturbations. 
These layers provide a dynamic and evolvable system reconfiguration, which is one 
step ahead of traditional re-configurability, considering the evolution of the system 
and its components during its life-cycle, e.g., by offering new services or learning to 
differentiate normal from abnormal situations. 
The details of these three layers will be discussed in the following sections. 
3 Engineering Service-Oriented Multi-agent Systems 
The effective development of distributed intelligent systems requires the combination 
of MAS and SOA paradigms, taking advantage of the best features they provide. 
3.1 Creating Distributed Intelligence Using Multi-agent Systems 
The traditional centralised and hierarchical approaches to complex control systems 
splits the overall problem into hierarchically dependent functions that operate within 
decreasing time-ranges, such as planning, scheduling and dispatching. This approach 
produces interesting results and near optimal solutions, but only when some assump-
tions are satisfied, for example, the absence of perturbations (e.g., machine break-
downs and urgent orders). However, industrial systems impose hard requirements 
with the frequent presence of deviations or perturbations, demanding a fast adaptation 
to the changing conditions. Consequently, this traditional approach rapidly becomes 
inefficient when the system must deal with such dynamic stochastic behaviour.  
In this context, new intelligent and adaptive control systems must explore alterna-
tive control structures based on the decentralization of control functions over distrib-
uted entities, being the overall control system achieved by the cooperation among 
these entities. These systems can be seen as a network of smart control components 
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[10], controlling hardware devices (e.g., a sensor, a gripper or a robot), which can be 
reused whenever necessary. The smart control components comprise control and in-
telligence embedded in electronics devices, e.g., microcontrollers and programmable 
logic controllers, and communication capabilities to support the interaction with other 
components and the environment, as illustrated in Fig. 2. 
 
Fig. 2. Smart Control Component 
Note that the smart control component concept recalls the holon concept, with the 
presence of the informational and physical parts [11]. In this sense, the thoughts pro-
vided by holonics can be applied in the development of such adaptive systems, 
namely the structural development of control systems through the encapsulation of 
functions and components in holons that are simultaneously self-contained wholes to 
their subordinated parts and dependent parts when seen from higher levels [12]. 
The implementation of this distributed intelligence network may use the MAS 
paradigm, which introduces a distributed control based on autonomous agents for the 
implementation of flexible, robust and reconfigurable plant control, characterised by 
the decentralisation of entities and functions [6], being the individual behaviours de-
termined through the cooperation among agents, in opposition of being determined by 
a centralized mechanism. In this case, the intelligence module of the smart control 
component corresponds to an agent. According to [6], an agent is “an autonomous 
component that represents physical or logical objects in the system, capable to act in 
order to achieve its goals, and being able to interact with other agents, when it 
doesn’t possess knowledge and skills to reach alone its objectives”. For example, in 
the manufacturing domain, an agent may represent a physical resource, such as a ma-
chine, a robot or a pallet, or a logical object, such as a scheduler or an order.  
3.2 Distributed Entities Working Together Using Service-Oriented Principles 
The smart control components, as parts of a complex and distributed system, are dis-
tributed autonomous entities which only have local knowledge and act to fulfil their 
own goals. The desired overall system is achieved by putting these smart control 
components working together, each one contributing with its behaviour (note that in 
such systems, the cooperation among agents is crucial). Following the concept of 
swarm intelligence [13], the global system behaviour of MAS emerges from a multi-
plicity of non-linear interactions among the individual entities. As the result, these 
systems have the capability to respond promptly to change, and differ from the con-
ventional approaches due to their inherent capabilities to adapt to emergence without 
external intervention [3]. 
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In distributed and heterogeneous environments it is important to guarantee the in-
teroperability between the distributed entities or applications and to verify that the 
semantic content is preserved during the conversation between them. The solution to 
those problems requires the use of standard platforms that support transparent com-
munication between distributed smart control components or applications. Ontologies 
[14] play a decisive role to support interoperability problems, being their ultimate 
goal the description, possibly without ambiguity, of a certain domain (i.e. the shared 
knowledge). 
Complementarily to the use of ontologies, and since it is an unanswered problem in 
multi-agent systems, the interoperability can be overcome through the use of service-
oriented principles. The SOA paradigm is a way of building distributed systems [15], 
which is based on the concept of providing and requesting services. A service is a 
piece of software that encapsulates the business/control logic or resource functionality 
of an entity that responds to a specific request. In such systems, the entities that want 
to offer their functionalities, encapsulate them as services and offer to the other enti-
ties by publishing them in a central repository. Using discovery mechanisms, service 
consumers find the services they need, and interact directly to get those services.  
In the proposed approach, each smart control component encapsulates the func-
tions that the physical device can perform as services, e.g. open or close the gripper. 
These services, that can be modified, added or removed (e.g. a new piece can be han-
dled by a robot after the aggregation of a new gripper), are then exposed to be in-
voked by other smart control components that want to use them. In other words, the 
functionalities provided by the agents embedded in the smart control components are 
encapsulated as services and offered to other agents. 
A main concern in service-based systems is how the services “play” together, 
emerging the concepts of orchestration and choreography. Service orchestration is the 
practice of sequencing and synchronizing the execution of services [16]. An orches-
tration engine implements the logic for the workflow-oriented execution and sequenc-
ing of services, and provides a high-level interface for the composed process. Service 
choreography is a complementary concept, which considers the rules that define the 
messages and interaction sequences that must occur to execute a given process 
through a particular service interface. 
Orchestration mechanisms are of crucial importance to coordinate the complex and 
emergent behaviours of individual smart control components. These coordination 
mechanisms, that include orchestration engines for service composition, coordination 
and collaboration, must also consider interaction mechanisms that combine the com-
ponent level with higher-levels of supervision to achieve cohesive distributed intelli-
gent control [10]. An example of orchestration engines is the use of the Petri nets 
formalism [17], which is a mathematical and graphical oriented language for the de-
sign, specification, simulation and validation of complex event-driven systems, to 
describe the workflow representing the synchronization of services [18] as illustrated 
in Fig. 3. In this case, the orchestration engine has to interpret the workflow model 
expressed in the Petri nets model and execute it in real-time, synchronizing and con-
trolling the whole process until the goal is reached. During this token-game process, 
the enabled transition must be detected, services associated with the enabled transition 
must be called and, after that, the workflow model has to be updated to reflect the 
actual state of the system. Looking at the example of Fig. 3, the services B.1 and C 
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are executed in parallel and after the execution of service A; the synchronization is 
required to start the execution of the service B.2 only after the complete execution of 
the two previous services. 
 
Fig. 3. Service Orchestration using Petri nets 
The use of service-orientation principles supports the three dimensions of the col-
laboration manufacturing management (CMM) model [19] as shown in Fig. 4: it ad-
dresses the vertical enterprise integration by covering from the shop-floor level to the 
business level, the supply chain integration by supporting the interaction with suppli-
ers and clients, and the life-cycle of a collaborative manufacturing system. 
 
Fig. 4. Service-oriented ecosystem integrated to the CMM model [20] 
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This illustrates that the use of the service-orientation paradigm, e.g. implemented 
through Web services [21], enables the adoption of a unifying technology for all lev-
els of the enterprise, from sensors and actuators to enterprise business processes [22]. 
The idea to combine complementary paradigms does not deplete with the consid-
eration of the SOA principles. In the same manner, MAS can be integrated with other 
complementary technologies, e.g., IEC61131-3 and IEC 61499 approaches to imple-
ment the low-level control that is not addressed by the agents. This leads to the im-
plementation of two levels of control: at the higher level, agents provide intelligence 
and adaptation, and at the lower level, IEC61499 guarantees real-time responsiveness. 
3.3 Towards Service-Oriented Multi-agent System 
In the sequence of the process previously described, the service-oriented principles 
can be integrated with multi-agent systems to enhance some functionality and to 
overcome some of its limitations, namely in terms of interoperability and IT-vertical 
integration. This suggestion is not new since services are already part of the agents’ 
specification, e.g., in the Foundation for Intelligent Physical Agents (FIPA) specifica-
tion [23], and agents are also present in standard documents of SOA methodologies, 
e.g., in the OASIS standard [24]. 
The  service-oriented multi-agent systems (SoMAS) approach discussed in this 
work, and introduced by [25], is characterized by the use of a set of distributed 
autonomous and cooperative agents (embedded in smart control components) that use 
the SOA principles, i.e. oriented by the offer and request of services, in order to fulfil 
industrial and production systems goals. This approach is different from the tradi-
tional MAS mainly because agents are service-oriented, i.e. individual goals of agents 
may be complemented by services provided by other agents, and the internal func-
tionalities of agents can be offered as services to others agents [25] (note that these 
service-oriented agents do not only share services as their major form of communica-
tion, but also complement their own goals with different types of external provided 
services). 
Fig. 5 illustrates one SoMAS comprising devices representing conveyors (trans-
porting pallets) and pallets. Each one of these devices has associated a service-
oriented agent that is responsible of part of this environment (domain of autonomy).  
The conveyor agent provides a service, called transfer pallet, which reflects its 
own functionality and skills. Therefore it has the ability to read the sensors, reason to 
execute its control behaviour and send commands to the actuators of the conveyor, to 
make it possible to transport pallets from the input to the output. This service is pub-
lished in the Service Registry to be discovered by other agents representing devices, 
e.g., conveyors or pallets.  
Other neighbour devices, e.g., a pallet agent that needs this transfer service to ac-
complish its goals, may request to the conveyor agent the service of transferring the 
pallet. However, to complete the service and also to respect global objectives, the 
conveyor must request an availability service from the next transport unit or work-
station connected to its output. This can be seen as the form of collaboration among 
the service-oriented agents in the system. 
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Fig. 5. Representation of a service-oriented agent and its environment 
In conclusion, the adoption of the SoMAS satisfies the following requirements: 
• Agents provide the control, intelligence and autonomy capabilities to manage 
the execution of a set of functionalities and activities. 
• Resources, e.g., hardware devices and software modules, can be encapsulated 
as a service provider that acts like a bridge between the internal structure of the 
agent and the exposed interface to the outside world. 
• Some services can be composed by other services, creating a levelled structure 
of services. 
As result, the distributed nature of the architecture suggests the definition of interop-
erability functionalities based on service-oriented principles and the realization of 
efficient, flexible and robust overall plant control supported by the intelligence and 
autonomy provided by multi-agent systems. 
4 Enhancing Service-Oriented Multi-agent Systems  
with Ubiquitous and Self-* Properties 
Besides the combination of service-oriented principles with multi-agent systems, also 
of special interest is the articulation with other technological domains providing foun-
dations to support distributed and ubiquitous environments, such as radio-frequency 
identification (RFiD) technology, wireless sensor networks (WSN), cloud and grid 
computing, and the consideration of biological inspired techniques namely emer-
gence, self-organization and self-learning, to support adaptation and evolution  at 
process control level.  
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4.1 Ubiquity Enablers 
The main contribution of SoMAS is to offer a front-end layer with services encapsu-
lating the functionalities provided by the agents, which act in the background. The 
achievement of a truly reconfigurable and adaptive system requires the existence of a 
ubiquitous environment where: 
• The use of the RFiD technology especially embedded as nanotechnology in 
products or resources will support the achievement of the concept of intelli-
gent product. This emergent concept is related to products containing IT in 
the form of software, microchips and sensors, being able to collect and process 
information, generate knowledge and even provide reasoning capabilities. 
• The use of WSN will support the physical reconfiguration of the system on 
the fly, i.e., the hardware devices can be added, removed or change their loca-
tion without stopping and re-initializing the system or the other devices. 
• The place where the services are placed is not important for the service re-
quester. In this case, the consideration of the cloud computing will change the 
traditional way of thinking and will provide important characteristics in terms 
of capacity of storage and high-processing computing (HPC) facilities. 
 
Fig. 6. Technology Enablers in SoMAS to Provide Ubiquity 
Ideally, re-configuration should appear to users like “drag-and-drop” applications 
where complexity and details are handled by background services. The reconfigura-
tion of any smart control component should be done on the fly, maintaining un-
changed the behaviour of the entire system which should continue to run smoothly 
after the change. For this purpose, an environment based on cloud principles, where 
services can be distributed and offered, in a transparent way, should be considered. 
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4.2 Dynamic Adaptation and Reconfiguration 
The SoMAS approach allows the achievement of significant advantages to address the 
current requirements, but it still lacks the capability to truly adapt and evolve to unex-
pected pressures from the environment, product fluctuation and internal/external dis-
turbances.  
Biology provides a plenty of simple mechanisms that solve complex problems, 
constituting suitable sources of inspiration to support the design of better solutions for 
adaptive and evolvable complex systems. Miller reinforces this idea by stating that 
“the study of swarm intelligence is providing insights that can help humans to manage 
complex systems” based on the idea that “a single ant or bee isn't smart but their 
colonies are” [26]. This can also be seen by the multiplicity of applications being 
currently developed using concepts and mechanisms inspired from the behaviour of 
species (see [27] for a detailed analysis). 
Several self-* properties can be considered when developing such adaptive So-
MAS, namely self-adaptation (i.e., the capability of an entity to change its behaviour 
depending on the external conditions), self-healing (i.e., the capacity to diagnose de-
viations from normal conditions and take proactive actions to normalize them and 
avoid service disruptions), self-learning (i.e., the capability to acquire new knowledge 
supporting the dynamic behaviour evolution) and particularly self-organization[28]. 
Self-organization is a theory found in biology that can be defined as the autono-
mous adaptation to the dynamic evolution of the environment [28]. Self-organizing 
systems do not follow a rigid and pre-defined organization; instead they evolve, with-
out a central entity, through a non-linear and dynamic process with a constant optimi-
zation of the individuals’ behaviour. In other words, self-organization can be seen as a 
set of rules and mechanisms that allow the dynamic self-formation of groups of dis-
tributed entities. 
Stigmergy is probably the most well-known form of self-organization, involving an 
indirect coordination between entities, where the trace left in the environment stimu-
lates the execution of a subsequent action, by the same or different entity. As an ex-
ample, ants exchange information by depositing a chemical substance, known as 
pheromone, on their way back to the nest when they have found food. This odour can 
then be sensed by other ants, supporting the decision of the best route. Self-
organization mechanisms can also be found outside the nature world, for example, the 
pattern formation in a Belousov-Zhabotinsky reaction or in physics where hot and 
cold molecules self-organize to create a flow. 
The degree of efficiency of the self-organization capability is strongly dependent 
on how the learning mechanisms are implemented. In the design of self-organized 
systems the key issue is to define powerful intelligence mechanisms, not only includ-
ing static intelligence mechanisms but also learning capabilities, that enable the sys-
tem to improve its behaviour in the future as result of its experience. Particularly, 
learning mechanisms allow the evolution of the functionalities and behaviour of indi-
vidual smart control components and consequently the evolution of the entire system, 
being critical to support the identification of re-configuration opportunities, as illus-
trated in Fig. 7. For this purpose, the embodied intelligence concept, associated to the 
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artificial life field [29], assumes a crucial role. This concept suggests that intelligence 
requires a body to interact with [30]; in this case, the intelligent behaviour emerges 
from the interaction of brain (i.e., the agent), body (i.e., the smart control component) 
and environment.  
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Fig. 7. Self-organized Service-oriented Multi-agent Systems 
The dynamics of such self-organized and unpredictable systems can be understood 
with the support of the theory of complexity, which is a field of study trying to char-
acterize complex systems. A complex system is a “system composed of intercon-
nected parts that as a whole exhibits one or more properties (behaviour among the 
possible properties) not obvious from the properties of the individual parts” [31]. 
These complex systems have emergent properties that can’t be reduced to the behav-
iour of separated entities (i.e. the behaviour of separate entities does not explain the 
global behaviour of the system), as stated in [32]: “the complexity of a system in-
creases with the number of distinct components, the number of connections between 
them, the complexities of the components, and the complexities of the connections”. 
This means that the analysis of these systems can’t be made by classical methods, e.g. 
Newtonian mechanics, which are essentially reductionists: divide the global problem 
into smaller problems, simpler to solve, and solve the global one by adding the small 
solutions. On contrary, in complex systems the global behaviour is more complex 
than the simple sum of all the small behaviours [33]. However, the reductionist ap-
proach can be used to understand the contribution of the individual parts keeping in 
mind the need to understand the unifying mechanisms of all the parts which will cul-
minate in an emergent behaviour. 
During the reconfiguration process, the objective is to maintain the system behav-
iour predictable and stable but since these systems are non-linear and unpredictable, 
some instability can appear as the result of not properly synchronized evolution proc-
esses. Additionally, the butterfly effect may appear in such systems, where a small 
change at one place in a deterministic non-linear system may cause large changes. 
The solution is to design mechanisms ensuring that desired properties and behaviours 
will emerge, whereas not expected and not desired properties and behaviours will not. 
Some attention should be devoted during the application of the biological inspira-
tion to solve a determined problem. It may happen that not all of the biological in-
spired behaviour could be important to solve a given problem. The researcher must 
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take into consideration what is really needed, discarding what is not important. This  
is a crucial issue since the imitation of unnecessary behaviours complicates the  
implementation and could enforce undesired performances of the solution. Some con-
siderations should also be made regarding the differences between the nature and 
engineering worlds. In nature, there is time and space to recover after failures, which 
means that if something isn’t made right at first time there are always more opportuni-
ties to get it right. On other hand, in the engineering world things must be done right 
at the first time and failures must be avoided at all cost. Another important difference 
is that the main goal in nature is to guarantee the species survival while engineering 
has a multiplicity of very specific goals (e.g. costs reduction, ensure quality and  
customization). 
5 Adoption by Industrial Players 
An important question is concerned with the possible acceptance and adoption of this 
3-layer perspective for the development of such cyber-physical systems by the indus-
trial players. The past experience in applying individually these concepts, for example 
MAS, was not a complete successful story. In fact, the analysis of the industrial appli-
cations of agent-based solutions reported in the literature (see [6] and [7] for more 
details) allows extracting the following conclusions [34]: 
• There is a relatively small adoption of agents in industry, being the imple-
mented applications limited in terms of functionality. 
• The developed solutions address mainly the high-level control or the pure 
software systems (e.g., the electronic commerce), and not those imposing (soft 
or hard) real time constraints or the connection to physical devices.  
• There is a reduced enthusiasm from both the technology providers and the in-
dustry end-users companies. 
The reasons for this weak adoption in industry were already widely discussed in the 
literature [6; 8]. Briefly, the main road-blockers are the required initial investment, the 
need to adopt the distributed thinking, the interoperability in distributed heterogene-
ous systems, the missing standardization, the real-time constraints and the missing 
technology maturity. Additionally, the presence of several “fuzzy” concepts leading 
to decentralization and unpredictability, such as emergence, self-organization, learn-
ing and chaos, are not completely assimilated by industrial players. 
Having in mind that the complete adoption of such concepts and technologies is a 
long and difficult road, where the current “nice-to-have” approach should lead to the 
“must-to-have” approach in the future [35], the challenge is to learn from the experi-
ence and try to understand the reasons for this situation, implementing actions that 
may contribute for a wider acceptance of these concepts by industrial players. The 
main actions to be considered are the convincement of the industry people, achieve-
ment of standardization and fulfilment of resilience and security issues. 
The conviction of the industry people of the benefits of using this approach, e.g., 
by providing demonstrators running in industry that shows the maturity, flexibility 
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and robustness of self-organized SoMAS solutions, is probably the major and most 
important action to be performed. This action will allow industrial companies to “be-
lieve” in these concepts and technology. A promising perspective is the interest and 
efforts devoted by several software developers companies, e.g., Magenta Technology, 
Smart Solutions, NuTech Solutions and Whitestein Technologies, and by several 
automation technology providers, e.g. Rockwell Automation, Schneider Electric and 
Siemens, to apply these concepts in their business solutions.  
The standardization is pointed out by industry as a major challenge for the indus-
trial acceptance of the agent technology, since standards may affect the development 
of industrial MAS solutions. Examples of standards that can be related to self-
organised SoMAS solutions are ISA-95, IEC 61131-3 and IEC 61499, FIPA (Founda-
tion for Intelligent Physical Agents), and Semantics and ontology standards.  
An important indicator that this issue is currently being taken into consideration is 
the importance that the standardization issues start to have in R&D projects. As an 
example, the European FP7 ARUM (Adaptive Production Management) project in-
cludes a complete task devoted to this issue. 
In cyber-physical systems exhibiting distributed environments, resilience and se-
curity are critical issues in industrial applications and systems, especially those that 
are mission critical. The resiliency approaches often aim to adapt to highly non-linear, 
often ill-defined disturbances, which are frequent in such cyber-physical systems. The 
security in the data exchange and sharing is crucial in non-trustful systems and net-
works, e.g. supply chain or virtual organization processes. 
The implementation of these actions may lead to the development of more power-
ful self-organized SoMAS solutions that may be better accepted by industry. 
6 Conclusions 
This paper discusses the advantages of combining multi-agent systems with comple-
mentary paradigms, and particularly service-oriented architectures, to design more 
powerful adaptive control systems, based on the decentralization of control functions 
over distributed autonomous and cooperative entities. Additionally, aiming to reach a 
truly self-adaptive and evolvable system, the paper discusses how to enrich the system 
designed using the previous paradigms with ubiquitous enablers, such as cloud com-
puting and WSN, and biological inspired techniques namely self-organization, taking 
into consideration that in nature very complex and adaptive systems are implemented 
by using very simple behaviours and mechanisms.  
In fact, the incorporation of self-* mechanisms, and particularly self-organization 
in SoMAS can greatly contribute to increase the system performance, flexibility, ro-
bustness, adaptation and re-configurability, taking advantage of the capabilities pro-
vided by these techniques. To illustrate this concept, consider the following analogy: 
imagine the latest Ferrari F1 car equipped with the state-of-the-art tools and tech-
niques to have a wonderful full drive experience, which can be tested by two different 
drivers: a typical daily driver and a F1 world champion. Naturally, only the F1 world 
champion driver is able to push the car into its limits extracting every available horse 
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power, making every curve more exciting and continuously pushing the car, because 
he has the required knowledge and experience to do that. The F1 world champion 
driver can be compared to the self-organization mechanisms in the sense that can push 
the system to its limits taking advantage of the full capabilities provided by the  
SoMAS infrastructure. 
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